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The Advanced Television Systems Committee, Inc. is an international, non-profit organization
developing voluntary standards and recommended practices for broadcast television and
multimedia data distribution. ATSC member organizations represent the broadcast, professional
equipment, motion picture, consumer electronics, computer, cable, satellite, and semiconductor
industries. ATSC also develops implementation strategies and supports educational activities on
ATSC standards. ATSC was formed in 1983 by the member organizations of the Joint Committee
on Inter-society Coordination (JCIC): the Consumer Technology Association (CTA), the Institute
of Electrical and Electronics Engineers (IEEE), the National Association of Broadcasters (NAB),
the Internet & Television Association (NCTA), and the Society of Motion Picture and Television
Engineers (SMPTE). For more information visit www.atsc.org.

Note: The user's attention is called to the possibility that compliance with this standard may
require use of an invention covered by patent rights. By publication of this standard, no position
is taken with respect to the validity of this claim or of any patent rights in connection therewith.
One or more patent holders have, however, filed a statement regarding the terms on which such
patent holder(s) may be willing to grant a license under these rights to individuals or entities

desiring to obtain such a license. Details may be obtained from the ATSC Secretary and the patent
holder.

Implementers with feedback, comments, or potential bug reports relating to this document may
contact ATSC at https://www.atsc.org/feedback/.
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ATSC Standard:
A/331:2023-10 Amendment No. 1, “MMT Signing”

1. OVERVIEW

1.1 Definition

An Amendment is generated to document an enhancement, an addition or a deletion of
functionality to previously agreed technical provisions in an existing ATSC document.
Amendments shall be published as attachments to the original ATSC document. Distribution by
ATSC of existing documents shall include any approved Amendments.

1.2 Scope

This document describes improvements related to signal signing for emissions using the MMT
protocol. This amendment is in response to New Project Proposal N-065r0, “MMT Signing
Improvements.”

1.3 Rationale for Changes

The changes described in this document are being proposed in order to fix an error in an
informative example and to add a constraint that significantly improves efficiency.

1.4 Compatibility Considerations

The changes described in this document are backward-compatible relative to ATSC A/331:2023-
08, which is the currently published version of the standard at the time that this amendment was
drafted.

2. LIST OF CHANGES

Change instructions are given below in italics. Unless otherwise noted, inserted text, tables, and
drawings are shown in blue; deletions of existing text are shown in red-strikeout. The text “[ref]”
indicates that a cross reference to a cited referenced document should be inserted.

2.1 Normative References

No changes proposed.

2.2 Informative References

No changes proposed.

2.3 Acronyms and Abbreviations
No changes proposed.

2.4 Terms

No changes proposed.



ATSC A/331:2023-10 Amend. No. 1 MMT Signing 13 December 2023

2.5 Change Instructions
Update Section 7.2.5 as follows:
7. [PLACEHOLDER]

7.2 [Placeholder]
7.25 SIGNED_MMT_MESSAGE

All MMTP messages with MMTP packet type == 0x2, except those with a message_id of 0x8101
(signed_mmt_message()), shall be carried as a message_instance() within the signed_mmt_message()
structure as specified in this section. When any MMTP-specific signaling message as specified in
Clause 10 of 23008-1 [38] and when any MMT ATSC3 (MA3) messages as specified in Section
7.2.3.1 are transmitted, such messages shall be transmitted as a message_instance() in a
signed_mmt_message().

Table 7.1 Bitstream Syntax for signed_mmt_message()

Syntax No. of Bits Format
signed_mmt_message() {
message_id 16 uimsbf
version 8 uimsbf
length 32 uimsbf

message_payload {
message_instance()

atsc3_signature_length 16 uimsbf
for (i=0;i<atsc3_signature_length;i++) {

atsc3_signature_byte 8 uimsbf
}

}

Signing only MMTP packets with a type field equal to 0x2 limits signing to MMTP packets
carrying signaling messages and MA3 messages and excludes signing from MMTP packets
carrying Assets.
message_id — A 16-bit unsigned integer field that shall uniquely identify the signed_mmt_message().

The value of this field shall be 0x8101.
version — An 8-bit unsigned integer field that shall indicate the version of the signed_mmt_message().

When the message_instance() with a particular message_id attribute changes, the version of the

signed_mmt_message() shall change. When there are two or more message_instance()s with different

message_id attributes, the version of the signed_mmt_message() associated with those message_id

attributes shall differ. The version attribute value shall not be reused until after a

signed_mmt_message() with the associated message_id and an updated version attribute has been

emitted.
length — A 32-bit unsigned integer field that shall provide the length of signed_mmt_message() in
bytes, counting from the beginning of the next field to the last byte of the signed_mmt_message().
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message_payload — The message payload includes the message_instance() that is signed along with its
signature.

message_instance() — The signed MMT signaling message instance which shall be the
mmt_atsc3_message() or a message specified in ISO/IEC 23008-1 [38] Clause 10.

atsc3_signature_length — A 16-bit unsigned integer field that shall provide the length of the signature
data contained in this message.

atsc3_signature_byte — An 8-bit unsigned integer field that shall contain a byte of the signature of
this message. The—atsc3_signature—compression—shal-be—appliedto—thesignature—content—The
signature content shall be based on the message_instance() data only. the-sighature-aeress—the

sequence—of bytes—contained—in—thesigned_mmit_message—up—to—butnotincluding the first
atse3-signature—byte. The signature shall be as described in A/360 [10] Section 5.2.2.5,
“Signatures for MMT Messages”.

The following sequence is an example of the usage of the version attribute:

1y
2)

3)

message_id attribute of the message_instance() = A; version attribute of the message_instance()
= 1; version attribute of the signed_mmt_message() = 1;
message_id attribute of the message_instance() = B; version attribute of the message_instance()
= 1; version attribute of the signed_mmt_message() = 2;
message_id attribute of the message_instance() = A; version attribute of the message_instance()
= 1; version attribute of the signed_mmt_message() = 1;

4)—message—id-attribute-of the-message—instance()-—B:iversion-attribute-of the-message_instance()

4)
5)

6)

=1:version-attribute-of the-signed_mmt_message()—3;
message_id attribute of the message_instance() = B; version attribute of the message_instance()
= 1, version attribute of the signed_mmt_message() = 2;
message_id attribute of the message_instance() = A; version attribute of the message_instance()
= 2; version attribute of the signed_mmt_message() = 3;

message_id attribute of the message_instance() = B; version attribute of the message_instance()
= 2; version attribute of the signed_mmt_message() = 4;

— End of Document —
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