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ATSC Standard:
A/360:2026-04 Amendment No. 1, “OCSP”

1. OVERVIEW

1.1 Definition

An Amendment is generated to document an enhancement, an addition or a deletion of
functionality to previously agreed technical provisions in an existing ATSC document.
Amendments shall be published as attachments to the original ATSC document. Distribution by
ATSC of existing documents shall include any approved Amendments.

1.2 Scope

This document describes clarifications to signature validation requirements for stapled OCSP
responses in ATSC 3.0 signaling signing and application signing certificates. This amendment
addresses ambiguities in the usage and significance of timestamps when verifying signatures
applied in the past, ensuring that certificate validation answers the question "is the certificate good
now." This amendment is in response to New Project Proposal N-088r0, "Clarify signature
validation for stapled OCSP responses" and Proposal N-089r0 “Signaling signing optional for non-
interactive video content”.

1.3 Rationale for Changes

The changes described in this document are being proposed because 1) there is ambiguity in the
current standard regarding the usage and significance of certain timestamps of stapled OCSP
responses, 2) a security review noted that a bad actor could fake the signing time and broadcast an
old OCSP Response to get past the revocation logic, and 3) as currently worded, broadcast
equipment cannot sign signaling in the event that an OCSP Response cannot be obtained and the
last OCSP Response is more than an hour old, for example due to an Internet or OCSP service
outage. With the "high noon" compliance deadline approaching in the foreseeable future, it is
critical to clarify these requirements to ensure proper implementation and interoperability of ATSC
3.0 signaling validation systems.

1.4 Compatibility Considerations

The changes described in this document are backward-compatible relative to the currently
published version of A/360:2024-04. While receivers generally operate successfully at present,
most receivers are not yet enforcing signatures. These clarifications are necessary to maintain
backwards compatibility and ensure consistent implementation across all ATSC 3.0 receivers and
signaling systems.

1.5 Security Considerations

Previously there was nothing stopping a bad actor from faking the signing time and using an
expired OCSP Response to bypass the revocation checks. The changes replaces the “OCSP at the
time of signing” requirement with the requirement that the OCSP Response is current at the time
of broadcast. In the case of an expired application author certificate the current OCSP response
will indicate good as per the OCSP RFC if it has not been revoked.
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The changes remove the requirement that a transmitter stop transmitting signed signaling in
the event of an OCSP outage lasting more than one hour. The rate at which new OCSP Responses
should be requested is documented in a proposed change to A/361.

2. LIST OF CHANGES

Change instructions are given below in ifalics. Unless otherwise noted, inserted text, tables, and
drawings are shown in blue; deletions of existing text are shown in red-strikeout. The text “[ref]”
indicates that a cross reference to a cited referenced document should be inserted.

2.1 Change Instructions

In Section 5.2.2.2, modify as shown:

@OCSPRefresh — The duration after which an OCSP Response is considered to be invalid, based on
the producedAt time in the response structure and the current time. This field shall not exceed a
duration of ten days (two hundred forty hours), except for test/validation (e.g., with a
test/validation indicator) or similar usage, and should not include fractional seconds.
Practically-(@OCSPRefresh-should-be-atleast-one-heur—ButnNote that this value is related to
vulnerability periods, see for example, Sec. 4.9.10 of [CA/BF Ref], which limits the expiration
time of certain OCSP Responses to ten days.

OCSPResponse — A set of one or more OCSP Response structures in the form specified in RFC
6960 [21] that provide certificate status information for the Certificates carried in this
CertificationData. Each OCSPResponse in the set may contain a number of OCSP Single Response
(see RFC 6960 [21]) structures where the same OCSP Responder is authorized to issue a
response for more than one of the Certificates. An OCSP Response structure shall be included
for each of the Certificates carried in this Certification Data.

In Section 5.2.2.6, modify as shown:

To help identify suspected stream tampering, the receiver is expected to undertake the following
tasks to verify new instances of the signed signaling messages described in Sections 5.2.2.3,
5.2.2.4,and 5.2.2.5:
1) Verify that the signature contained in the CMS Signed Data structure is correct.
2) Verify that the SigningTime attribute in the CMS Signed Data structure is:
a) Not greater than the current time, and
b) Not less than the SigningTime of any previously received instance of the same type of
signed signaling message. For example, the SigningTime sequence would not go
backward in time for any signaling within a single message type of (i) SLS of the same
specific service, or (ii) an LLS CDT message on the same RF channel or bonded
channels, or (iii) an LLS SignedMultiTable message on the same RF channel with the same
set of LLS tables within.
3) Verify that the key used to sign the signaling message is authenticated by an unexpired
end-entity certificate carried in CertificationData message,
a) Verify that this certificate has an extended key usage that includes id-atsc-kp-
signalingSigning, and
b) Verify that this certificate contains a Subject Directory Attribute extension with an
attribute of type id-atsc-sdattr-bsid and values that contain a SET OF INTEGER (as
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4)

5)

described in RFC 5280 [10]), and that the set of values matches exactly the set of bsids
listed in the Service List Table for this broadcast stream, (e.g., when identifying a
bonded pair of RF channels, both the bsids listed in the SLT and the set of bsids in the
certificate identify exactly the same two bsid values), and

c) Verify that this end-entity certificate’s Subjectkeyldentifier matches either the CurrentCert
or, if present, the NextCert.

d) Verify that the current time is within the validity period of the certificate.

Verify that, at the SigningTime of the signaling message, the CurrentCert or NextCert used to

authenticate the signing key was valid for use according to the CurrentCertUnti and

NextCertFrom dates, respectlvely

th%@%&ﬁe&&a@a%a—messag%@eeeeds—th&ebﬂen{—we&@me the OCSP Response for
the certificate:

a) Verify the certificate has a matching OCSP Response in OCSPResponses.

b) Verify the OCSP Response authenticates.

c) Verify the CertStatus value in the OCSP Response indicates “good”.

d) Verify the current time is greater than producedAt minus 1 hour.

e) Verify the current time is less than the nextUpdate time.

f) Verify the current time is less than producedAt plus 10 days.

g) Verify the current time is less than producedAt plus OCSPRefresh.

The receiver is expected to undertake the following tasks to verify a new instance of the
CertificationData LLS Table described in Section 5.2.2.2:

1)

2)

3)

5)

Verify each of the certificate chains carried in the CertificationData message and that the first
Certificate Authority certificate in that chain is issued by a Root Certificate Authority
trusted by the receiver.

Verify that cach ol the certificates in the authenticating certificate chain has a status of

soodinthe OCSPRespensethe current time is within the validity period of each certificate
in the chain.

Verify that the signature contained in CMSSignedData in the CertificationData LLS message is
Vahd and authentlcated by a certlﬁcate chain in that message—aﬁd—that—th%eef&ﬁea%es—m

key pair used to sign the CertificationData message is different from elther of the key pairs
that are designated for use in signing other signaling messages as indicated by the CurrentCert
and, if present, NextCert elements.

Verity the OCSP Responses:

a) Verify each certificate in the certificate chain has a matching OCSP Response in
OCSPResponses.
b) Verify each OCSP Response authenticates.
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c) Verify the CertStatus value indicates “good”.
d) Verify the current time is greater than producedAt minus 1 hour.
e) Verify the current time is less than the nextUpdate time.
f) Verify the current time is less than producedAt plus 10 days.
g) Verify the current time is less than producedAt plus OCSPRefresh.
56) Revalidate the next instance of each signed signaling message that is received after the
CertificationData LLS Table is successfully verified.

In Section 5.5.2, modify as shown:
AR-ATSC3-0-appheationsieningauthority The broadcast equipment shall periodically request

certificate status 1nformatlon from an OCSP responder for the apphcatlon dlstrlbutor and author

a—srg&mg—eperatreﬁ The OCSP Request shall 1nd1cate that the preferred srgnature algorlthm to be
used by the OCSP responder is RSA with SHA-256.

broadcast equlpment shall not broadcast a signed apphcatlon Where the apphcatron d1str1butor
certificate has expired, the latest OCSP Response for the application distributor or author
certificate indicates that the CertStatus (as specified in RFC 6960 [20]) is other than “good” or where
the nextUpdate value in the OCSP Response is in the past.

Note: an expired application author certificate does not prevent broadcasting an
application signed by the application author prior to the certificate expiring.

The-applicationstgningauthority-The broadcast equipment shall include the object identifier

id-ri-ocsp-response 1n the otherRevinfoFormat field and an OCSPResponse in the otherRevinfo field of each
Cryptographic Message Syntax (RFC 5652 [13]) formatted digital signature contained in the
signed multi-part MIME content. The OCSPResponse shall conform to the format specified in RFC
5940 [18].

A client uses the OCSP Response data that it receives to verify that the application distributor
and author certificates are valid at the time the application is broadcast. See RFC 6960 [21].

In Section 5.5, add new Section 5.5.3 as follows:

5.5.3 Certificate Revocation and Status Information for ATSC 3.0 Signaling Signing Certificates

The broadcast equipment shall periodically request new certificate status information from an
OCSP responder for the signaling signing certificates. The OCSP Request shall indicate that the
preferred signature algorithm to be used by the OCSP responder is RSA with SHA-256.

The broadcast equipment shall not issue signed signaling messages where a required signaling
signing certificate has expired, the latest OCSP Response indicates that the CertStatus (as specified
in RFC 6960 [21]) is other than "good", or where the nextUpdate value in the OCSP Response is in
the past.
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The broadcast equipment includes OCSP Responses in the OCSPResponse elements of the
CertificationData table as defined in Section 5.2.2.2. The OCSPResponse conforms to the format
specified in RFC 6960 [21].

A client uses the OCSP Response data that it receives in the CertificationData table to verify that

the certificates that authenticate the signaling signing are valid at the time the signaling message
is broadcast. See RFC 6960 [21].

— End of Document —
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