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ATSC®, the Broadcast Standards Association®, is an international, non-profit organization 
developing voluntary standards and recommended practices for broadcast television and 
multimedia data distribution. ATSC member organizations represent the broadcast, professional 
equipment, motion picture, consumer electronics, computer, cable, satellite, and semiconductor 
industries. ATSC also develops implementation strategies and supports educational activities on 
ATSC standards. ATSC was formed in 1983 by the member organizations of the Joint Committee 
on Inter-society Coordination (JCIC): the Consumer Technology Association (CTA), the Institute 
of Electrical and Electronics Engineers (IEEE), the National Association of Broadcasters (NAB), 
the Internet & Television Association (NCTA), and the Society of Motion Picture and Television 
Engineers (SMPTE). For more information visit www.atsc.org. 

© Copyright 2026 ATSC. All rights reserved. 

Note: The user's attention is called to the possibility that compliance with this standard may 
require use of an invention covered by patent rights. By publication of this standard, no position 
is taken with respect to the validity of this claim or of any patent rights in connection therewith. 
One or more patent holders have, however, filed a statement regarding the terms on which such 
patent holder(s) may be willing to grant a license under these rights to individuals or entities 
desiring to obtain such a license. Details may be obtained from the ATSC Secretary and the patent 
holder. 

Implementers with feedback, comments, or potential bug reports relating to this document may 
contact ATSC at https://www.atsc.org/feedback/. 
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ATSC Recommended Practice: 
A/361:2026-04 Amendment No. 1, “OCSP Clarifications” 

1. OVERVIEW 

1.1 Definition 
An Amendment is generated to document an enhancement, an addition or a deletion of 
functionality to previously agreed technical provisions in an existing ATSC document. 
Amendments shall be published as attachments to the original ATSC document. Distribution by 
ATSC of existing documents shall include any approved Amendments. 

1.2 Scope 
This document describes an amendment to A/361 with the goal of ensuring that a one time failure 
or short lived outage impacting a station’s ability to obtain an OCSP response does not result in a 
broadcast switching to unsigned and becoming non-compliant with A/360. This amendment is in 
response to New Project Proposal N-089, “Signal Signing.” 

1.3 Rationale for Changes 
The changes described in this document are being proposed because some broadcast equipment 
has been observed switching to unsigned signaling in the event of any failure to obtain an OCSP 
response. 

1.4 Compatibility Considerations 
The changes described in this document do not impact compatibility. Broadcast equipment vendors 
not following the recommendations are encouraged to do so. 

2. LIST OF CHANGES 
Change instructions are given below in italics. Unless otherwise noted, inserted text, tables, and 
drawings are shown in blue; deletions of existing text are shown in red strikeout. The text “[ref]” 
indicates that a cross reference to a cited referenced document should be inserted. 

2.1 Change Instructions 

Insert new sections as shown: 

7.4 OCSP Request Rate 
OCSP requests should be made to the OCSP Responder at a managed rate. After a response is 
obtained it is recommended to wait a randomized length of time between 7 and 9 hours (8 hours 
+/- 1 hour) before requesting an updated OCSP response. 

7.5 OCSP Response Caching 
Equipment should cache the last OCSP Response in non-volatile memory. In the event that an 
updated OCSP Response cannot be obtained the cached OCSP Response should be used. If the 
equipment is rebooted the equipment should utilize the cached OCSP Response until an updated 
response can be obtained. 

The goal is for the broadcast to remain compliant utilizing the cached OCSP Response in the 
event of an Internet outage, DNS/routing disruption, failure of an OCSP Responder, equipment 
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reboot without internet, etc. The cached OCSP Response is typically valid for 7 days, providing a 
window for problems to be resolved. 

The cached OCSP Response expires once any of the following occurs: 
a) The nextUpdate time in the OCSP Response has been reached. 
b) The producedAt time in the OCSP Response plus 10 days has been reached. 
c) The producedAt time in the OCSP Response plus the OCSPRefresh value from the 

CertificationData XML has been reached. 
i.e., the cached OCSP Response has expired if current time >= min(nextUpdate, producedAt + 
10d, producedAt + OCSPRefresh). 

7.6 OCSP Errors 
A completed HTTP transfer of an OCSP Response where OCSPResponseStatus indicates 
“successful” (0) should be treated as having received the OCSP Response. 

• TCP connection errors attempting to connect to the OCSP Responder should be treated as 
a failure to obtain the OCSP Response. 

• HTTP response codes such 4xx/5xx from the OCSP Responder should be treated as a 
failure to obtain the OCSP Response. 

• HTTP incomplete transfer should be treated as a failure to obtain the OCSP Response. 
• OCSP Response Status (OCSPResponseStatus) indicating any value other than 

“successful” (0) should be treated as a failure to obtain the OCSP Response. 
The OCSP response for a revoked certificate will indicate OCSPResponseStatus “successful” 

(0) and CertStatus “revoked” (1). This is a valid OCSP Response and must replace any previously 
cached OCSP response. In this situation the certificate is treated as invalid and is not used in the 
broadcast. 

– End of Document – 
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